CIFS – Installation, Configuration and Management
The objectives:

1. Installing CIFS on a standalone node


a. Pre-requisites


b. Installation


c. Post installation tasks

2. CIFS member server configuration using SWAT  (for TDBSAM backend)
a. Setting up and connecting to SWAT service

b. Define parameters for CIFS as member Server - WIZARD tab

c. Configure GLOBAL parameters

3. Additional manual configuration steps for a member server

a. Adding entries in LMHOSTS. File

b. Creating CIFS local user and domain user of same name

c. Joining the domain

4. Mapping domain usernames to hostnames using username.map

5. Adding/modifying/deleting FILE shares using SWAT 

6. Print shares

a. Adding print shares 

b. Setting up TCPIP$TELNETSYM queues

c. Setting up printer on the client

7. Managing local member server users and groups

8. Setting permissions on shares
a. Adding permissions for domain users and groups from PDC emulator

b. Adding permissions for CIFS local users and groups from Windows

c. Setting permissions using $ SET SECURITY VMS command
9. SMB utilities 

10. Troubleshooting and debugging techniques
Installing CIFS on a standalone node:

Pre requisites:
1. IA64 system or an Alpha system running VMS V8.2 and higher

2. Login into the VMS system using SYSTEM account or any fully privileged account.

3. Install the latest CRTL ECO kit released for the corresponding VMS version running on the system if it is not already installed.
4. De-install any existing field test version of the kit without choosing save option during the de-installation of the kit. Also, completely remove the files present under SAMBA_ROOT or SAMBA$ROOT directory that might be present

5. Backup system and data disks as necessary

6. Make sure you have adequate disk space for installing CIFS

7. Copy the CIFS V1.0 kit to the VMS system

8. Read release notes and Installation and configuration guide

9. Obtain the latest patch set from HP support centers

Installation:
1. Install CIFS V1.0 kit using the command:
$ product install samba /source=$5$DKA0:[KITS.CIFS] –

$_ /destination=$5$DKA0:[VMS_CIFS]

Note: If the CIFS V1.0 kit is present in the current directory, you can skip
/SOURCE qualifier. 
If you do not specify /DESTINATION qualifier, CIFS is installed on the system disk. CIFS installation creates 4 accounts in SYSUAF – SAMBA$SMBD, SAMBA$NMBD, SAMBA$TMPLT and SAMBA$GUEST

Post Installation tasks:
1. To check CIFS installation directory, execute:

$ show logical SAMBA$ROOT

2. If you want to use SWAT utility , restore SWAT files by executing the command:

$ backup/log samba$root:[utils]samba$swat_files.bck/save –

$_ samba$root:[*…]*.*;*

3. Install latest CIFS patch set

4. Execute the following command to define SMBD and SWAT services in TCPIP

$ @samba$root:[bin]samba$config.com

Note: Choose more than 50 clients for SWAT. Choose the SMBD client number as the actual number clients connecting to CIFS plus buffer value. 
5. Verify SMBD and SWAT services are registered:

$ tcpip show service smbd/full

$ tcpip show service swat/full

6. Define symbols by executing:

$ @samba$root:[bin]samba$define_commands.com

Setting up and connecting to SWAT service:

1. Make sure SWAT service is enabled by executing:

$ tcpip show service SWAT/full

If it is not enabled, then execute:


$ @ samba$root:[bin]samba$swat_setup_tcpip.com

$ @samba$root:[bin]samba$swat_startup.com

2. From a windows system, connect to the link:

http://16.57.136.161:901
Type a fully privileged VMS account as username; ex, “system” and its password. 
NOTE: You cannot use CIFS account to connect to SWAT 

Modifying SMB.CONF file for a CIFS member server configuration using SWAT:

Using the “WIZARDS” tab:

1. Once the SWAT page is open, click on the “WIZARDS” tab

2. Select “Domain Member” as server type

3. Select “Client of another WINS server “ and specify the “WINS server address”

4. Say “NO” to “Expose Home directories” if you do not want to use “HOMES” shares and then click on COMMIT tab.
5. Click on “Edit Parameter Values” tab and type “Workgroup” name as the domain name in question; in this case, “GANGES” and then COMMIT changes

Configuring GLOBAL parameters using the “GLOBALS” tab:

1. Click on “GLOBALS” tab
2. Select change view to “Advanced”

3. Modify the following parameters and then click on “Commit Changes” tab
[global]
        workgroup = GANGES 

; If not already done
        server string = SAMBA %v running on %h (OpenVMS)

        security = domain

; If not already done
        passdb backend = tdbsam
        domain master = no
        log file = /samba$root/var/log_%h.%m

        username map = /samba$root/lib/username.map

        idmap uid = 6000 - 6200
        idmap gid = 10000 - 20000

# This is entered to avoid warning message in log files

# print cap file is not supported on SAMBA on VMS

        printcap name = nl:

        load printers = no  

        printing = OpenVMS
# Performance improvement parameters

        case sensitive = yes

        change notify timeout = 0

# To avoid DFS errors

        host msdfs = no


        wins server = 10.20.30.100

        name resolve order = wins lmhosts host bcast

# For TCPIP$TELNETSYM queues only

        print command = /DELETE/PASSALL    
NOTE: Do not provide comments in the same line as the parameter

4. Click on VIEW tab to view the changes done to SMB.CONF file 

NOTE: The SMB.CONF file is present in the directory SAMBA$ROOT:[LIB]

Adding entries to LMHOSTS. file:

1. If you do not have a WINS server, then you can edit samba$root:[lib]lmhosts.; file and add entries for the domain controllers of the domain where CIFS is a member server

The entries should be of the format:

10.20.30.40
xpclient#20

10.20.30.41
domainname#1b
10.20.30.41
domainname#1c

10.20.30.42
domainname#1c

10.20.30.41
w2k3pdc#20
10.20.30.42
w2k3dc1#20
If the domain controllers are in the same subnet, then you don’t need to add the entries in the LMHOSTS.; file. But make sure to appropriately modify “name resolve order” SMB.CONF parameter. 

Create a fully privileged user in CIFS local database and in domain:

1. To successfully execute many of the NET commands, you need to have a fully privileged CIFS account and an account of same name must exist on the domain. The account on the domain can be a NORMAL user account. 

2. To create CIFS account, execute:

$ show logical sysuaf 

If it is not defined, execute:

$ define sysuaf sys$system:sysuaf

$ mc authorize copy samba$tmplt cifsadmin/uic=[600,600]/flag=nodisuser –

$_ /priv=all/defpriv=all

$ pdbedit –a cifsadmin 

new password: any1willdo

retype new password: any1willdo

3. Edit samba$root:[lib]smb.conf file and add the following parameter to the [global] section

admin users = cifsadmin

4. On the PDC emulator of the Windows domain, create a normal user account “CIFSADMIN”

Joining CIFS to the domain as member server:
1. You can execute the following command to see the SMB.CONF parameters on the VMS system before you join the domain:

$ testparm
2. Now that we have completed creating necessary configuration parameters, we will join CIFS to the domain. To do this, execute:

$ net rpc join “-S” srv-sim “-I” 16.57.136.141 “-Ucifadmin%password” 
3. Verify that CIFS joined the domain successfully:
$ net rpc testjoin

4. Start CIFS by executing:

$ @samba$root:[bin]samba$startup.com
OR
$ smbstart

5. Verify that NMBD process is running by executing:
  
$ smbshow




OR

$ show system
6. Connect from a client for verification or execute:
$ smbclient –list <CIFS system name> --no-pass
!For Anonymous session
$ smbclient –list <CIFS system name> --user “<CIFS system name>\CIFSADMIN%PWD”



   !For user based session

Mapping domain usernames to hostnames using username.map:
1. In order that CIFS can honor username mappings present in the username.map, add the following entry to the [global] section of the SMB.CONF file
username map = /samba$root/lib/username.map

2. Edit samba$root:[lib]username.map file and the user mappings in any of the following way:

#The # or ; is ignored as they indicate comment lines

system=GANGES\administrator 

; Mapping domain user to hostname
!ganga=GANGES\shilpa 


; ! stops search if the entry is found
# cifs$default=*
(  Maps all users to cifs$default.
asvuser=GANGES\narmada GANGES\kaveri
; Mapping multiple users
NOTE: If you create your own “user name map” file, ensure that it is of stream format.

NOTE: Do not use “cifs$default=*” unless you want to grant same permissions to all users.

Adding/modifying/deleting file shares using SWAT:
1. On the SWAT page, click on “SHARES” tab

2. Type the share name following the “Create Share” tab and click on the tab once the name is typed.

3. Change view to “Advanced”

4. Select the following share parameters and then commit changes:

[demo]

        comment = Share for demo

        path = /$5$DKA100/cifs/demo

        read only = no

        inherit permissions = yes

        inherit owner = yes

        fstype = ODS5
; This is almost like a comment string

        vfs objects = varvfc

        msdfs root = no


  available = yes

5. click on “VIEW” tab to see the changes done

6. If you want to modify an existing share, then select a share from the “choose share” field and click on it and then change the fields of your choice

7. To delete a share, select the share in the “choose share” field and click on “delete share” tab

Adding/modifying/deleting print shares on the VMS system:
We will demonstrate printer share setup with TELNETSYM queues.

To create a printer share:

1. Edit  SAMBA$ROOT:[LIB]SMB.CONF file on the VMS system and add the following information for creating a printer share:

[testprinter]


; Print sharename and printer name must be same

comment = CIFS test printer

      path = /samba$root/spool
; This is the directory used for creating printer jobs

      printable = yes

      printer name = testprinter
; The printer name must be same as queue name 

; else you must define a logical to the same effect


guest ok = yes


use client driver = yes

2. Execute the following command to verify the print share
$ testparm

Setting up TCPIP$TELNETSYM print queues:
1. Execute the following command procedure to setup TCPIP$TELNETSYM queues:

$ @SAMBA$ROOT:[BIN]SAMBA$PRINT_QSETUP.COM

The print queue name entered here should

match with printer name in SMB.CONF

Enter VMS print queue name: testprint

Enter Ip address of printer: 16.181.64.51

Enter printer port: 9100

Enter print form name: anyformisok

2. Execute the following commands to verify queue and queue form is created correctly:

$ show queue

$ show queue/form

3. Define the following logicals which are needed when testing the TCPIP$TELNETSYM Print queues:

$ DEFINE/SYSTEM TCPIP$TELNETSYM_RAW_TCP 1

$ DEFINE/SYSTEM TCPIP$TELNETSYM_SUPPRESS_FORMFEEDS 35

Configuring printer on the client:

1. Connect to CIFS server

2. Click on the printer share or click on “Printers and Faxes” icon and select the correct print share
3. Select printer and printer driver from printer driver selection tab

4. Click OK and a new printer icon for the print share will appear on your system

Note: Refer to installation and Configuration guide for detailed information on how to setup various other print queues.

Managing local member server users and groups:
Managing local users:

1. Create a VMS hostuser of the same name as the CIFS user you are trying to add:

$ define sysuaf sys$system:sysuaf
(If not already defined)
$ mc authorize copy samba$tmplt shilpa /flag=nodisuser/uic=[601,610]

Note: You can grant special privileges of your choice. By default, the created user will have NETMBX and TMPMBX

2. Execute the following commands to add user to CIFS database:

$ @samba$root:[bin]samba$define_commands.com

$ pdbedit –a shilpa

new password:any1isfine

verify new password:any1isfine

3. you can delete the user by executing:

$ pdbedit –x Shilpa

4. You can use $ pdbedit –r to modify the user and you can set various flags for the user account

Managing local groups:

To add a local group on the member server I64G05, follow these steps:
1. Add the resource identifier CIFSUSERS in the SYSUAF database by entering the following command:
$ MC AUTHORIZE ADD/IDENTIFIER/ATTRIBUTE=RESOURCE CIFSUSERS

2. Map the member server local group and host group by entering the following command:
$ NET GROUPMAP ADD NTGROUP=CIFSUSERS UNIXGROUP=CIFSUSERS –
_$TYPE="L" "-W" I64G05 "-S" I64G05 "-U" CIFSADMIN%"PWD OF CIFSADMIN"

5. To list the groups in local member server on the node I64G05, enter the following command:
$ NET RPC GROUP LIST "-W" I64G05 "-S" I64G05 "-U" CIFSADMIN%"PWD OF CIFSADMIN"
6. To add the local member server user or group to the group CIFSUSERS, enter the following command:
$ NET RPC GROUP ADDMEM CIFSUSERS CATHY "-W" I64G05 "-S" I64G05 -

_$ "-U" CIFSADMIN%"PWD OF CIFSADMIN"
7. To list the group members of CIFSUSERS, enter the following command:
$ NET RPC GROUP MEMBERS CIFSUSERS "-W" I64G05 "-S" I64G05 –
_$ "-U" CIFSADMIN%"PWD OF CIFSADMIN"
8. To add a domain user or group to a local group CIFSUSERS, enter the following command:
$ NET RPC GROUP ADDMEM CIFSUSERS CIFSDOM\CINDY "-W" I64G05 –
_$ "-S" I64G05 "-U" CIFSADMIN%"PWD OF CIFSADMIN"
9. To delete a group from the local group CIFSUSERS, enter the following command:
$ NET RPC GROUP DELMEM CIFSUSERS CIFSDOM\CINDY "-W" I64G05 –
_$ "-S" I64G05 "-U" CIFSADMIN%"PWD OF CIFSADMIN"
10. To delete the local group CIFSUSERS, enter the following command:
$ NET RPC GROUP DELETE CIFSUSERS "-W" I64G05 "-S" I64G05 –
_$ "-U" CIFSADMIN%"PWD OF CIFSADMIN"
Setting permissions on shares:

There are 2 ways to set permissions on shares/folders/files.
Adding permissions for domain users and groups from PDC emulator

1. If you are the administrator of windows domain and thus have access to the domain controller of the domain, login to Windows domain controller using a fully privileged account

2. Connect to CIFS server and 

3. Select the share/folder/file of your choice (For example, demo) and Right click and select Properties->security->Advanced. In the Advanced, choose permissions (by default permissions is chosen). Click on “Add” tab. Type in the DOMAIN username or group of your choice in the dialogue box displayed and click on “check name” and then “OK”. 
4. In the permissions dialogue box displayed, select the permissions of your choice and click ok
Adding permissions for CIFS local users and groups from Windows:
1. Connect to CIFS server using a fully privileged local CIFS server account, say “CIFSADMIN”

2. Select the share/folder/file of your choice (For example, demo) and Right click and select Properties->security->Advanced. In the Advanced, choose permissions (by default permissions is chosen). Click on “Add” tab. Type in the LOCAL username or group of your choice in the dialogue box displayed and click on “check name” and then “OK”. 

3. In the permissions dialogue box displayed, select the permissions of your choice and click ok

Setting permissions using $ SET SECURITY VMS command:
1. Login to VMS system using a fully privileged VMS account, say “SYSTEM”

2. Find out the identifier of a domain user you are trying to grant permissions. If it’s a local user, the identifier will be of the format username. Hence you can skip this step. To find the identifier for a domain user, execute the following command and choose option 1:

$ @samba$root:[bin]samba$uaf_to_cifsname.com

The hostname displayed for each domain user is the identifier for that domain user

3. To grant permissions for a domain group, find out the resource identifier associated with the domain group by executing the following command and choosing option 2:
$ @samba$root:[bin]samba$uaf_to_cifsname.com

The hostname displayed for each domain group is the resource identifier for that domain user

4. To obtain resource identifier for the local group, execute the following command:
$ net groupmap list

The name that maps to the corresponding local group is the resource identifier.

Note: The users group will have a resource identifier of the formant CIFS$GRP<hexa value of the number displayed>

5. Execute the following command to set required permission for the user or a group. For example, if you want to grant READ and EXECUTE, permissions, you can execute:

$ set security/acl=(identifier=HOSTNAME,ACCESS=READ+EXECUTE) <filename/share path directory/sub folder>
6. To modify the permissions, you just need to execute same command mentioned in step 5 and grant required permission

7. To remove the permissions completely for a user or a group, obtain the corresponding identifier or resource identifier as mentioned above and execute the following command:

$ set security/acl=(IDENTIFIER=HOSTANAME)/delete <file/folder/share path directory name>

SMB utilities:

There are various SMB utilities which can be used:
1. SMBSTATUS – It reports current connections

2. SMBVERSION – To verify the version of the images running on the system. Useful if you have installed a patch and want to report a problem to HP

3. SMBSPOOL – lets you send a print file to the samba printer

4. SMBSTOP – To stop SAMBA

5. SMBSTART – To start SAMBA

6. SMBSHOW – To view SAMBA processes

7. SMBPASSWD – To change user password

8. And there are various NET RPC commands

9. NET CACHE – For displaying generic caching information stored in gencache.tdb.  (gencache.tdb is a Generic caching database for dead WINS servers and trusted domain data).
10. NMBLOOKUP – To lookup a NETBIOS name

Troubleshooting and debugging techniques:

When you encounter a problem, the steps you can follow is:

1. Enable log level to 3 on CIFS by adding following parameters to the [global] section:

log level = 3
max log size = 0

NOTE: Log level 3 generates pretty decent amount of log. If it is not giving a clear indication of the problem, you can increase the “log level” to higher value.

2. Restart CIFS and repeat the failure operation. Generally, data to the log file is not flushed immediately. In order to obtain all the data in the log file immediatly, identify the SMBD process related to the client in question. To do this, follow these steps:

a. Execute SMBSTATUS and note down the PID corresponding to client connection
b. Execute $ show system and map the PID to the PID of the processes listed. (This is just for verification)
c. Then stop the SMBD process by executing $ stop/id=<pid>
3. The various log files are present under SAMBA$ROOT:[VAR]

4. Capture network trace using wireshark (formerly ethereal), netmon, tcpdump

5. Execute the following command to generate backup saveset to be sent to HP

$@samba_root:[bin]samba$gather_info.com
6. You can also $ ANALYZE/SYSTEM and analyze the process details. 

