SAMBA with LDAP configuration
Requirement of LDAP backend

It is quite possible to configure Samba as BDC using non-LDAP backend SAM database like tdbsam (i.e., without LDAP backend viz ldapsam). But the setting requires that the password backend must allow some form of two-way propagation of changes from BDC to PDC, which is problematic.

This is because domain member servers and workstations change their machine trust account passwords periodically. If Samba is running as BDC, the BDC instance of domain member server trust account password will not reach PDC copy of SAM database. If the PDC SAM is then replicated manually to BDCs, this results in overwriting the SAM that might contain the updated trust account password which will result in breaching the domain trust.

TDBSAM or SMBPASSWORD can’t be configured to automatically propagate these changes.

Currently only LDAP delivers the capability to propagate identity database changes from BDC to PDC.

Advantages of using LDAP backend:

· Gets all the features of domain controller

· LDAP backend can be configured with either a common master LDAP server or a slave LDAP server (it is preferable to configure PDC to use primary LDAP master server and the BDC to use a slave LDAP server)

· The use of slave LDAP server has the benefit that when the master is down, clients can still be able to logon to the network. This give Samba a high degree of scalability and is an effective solution for large organizations.

Our solution
HP Enterprise Directory on OpenVMS provides support for Samba schema, which will enable the customers to use directory services on OpenVMS rather than depending on OpenLDAP (Unix/Linux), and also alleviates procuring extra Unix/Linux box for configuring OpenLDAP server, which would be an overhead.

So, customers using Samba would require using HP ED on OpenVMS for their directory needs.

With HP ED service product on OpenVMS customers will get the advantage of having HP ED supplied freely as a layered product on OpenVMS, which is a secure and reliable operating system.
Installing and Configuring ED Server
Step-1: Download the kit from the desired location

Step – 2: Install the Kit

Following is the Installation snapshot…….

---------------------------------------------------------------------------------------------

$ @sys$update:vmsinstal DXDI056  DKA0:[SANTOSH.ED]

        OpenVMS  Software Product Installation Procedure V8.3

It is 18-JUL-2007 at 11:19.

Enter a question mark (?) at any time for help.

%VMSINSTAL-W-ACTIVE, The following processes are still active:

       TCPIP$FTP_1

       USHA

* Do you want to continue anyway [NO]? y

* Are you satisfied with the backup of your system disk [YES]?

The following products will be processed:

  DXDI V5.6

        Beginning installation of DXDI V5.6 at 11:19

%VMSINSTAL-I-RESTORE, Restoring product save set A ...

%VMSINSTAL-I-RELMOVED, Product's release notes have been moved to SYS$HELP.

    (C) Copyright 1992-2007 Hewlett-Packard Development Company, L.P.

    Confidential computer software. Valid license from HP and/or its

    subsidiaries required for possession, use, or copying.

    Consistent with FAR 12.211 and 12.212, Commercial Computer Software,

    Computer Software Documentation, and Technical Data for Commercial

    Items are licensed to the U.S. Government under vendor's standard

    commercial license.

    Neither HP nor any of its subsidiaries shall be liable for technical

    or editorial errors or omissions contained herein. The information in

    this document is provided "as is" without warranty of any kind and is

    subject to change without notice. The warranties for HP products are

    set forth in the express limited warranty statements accompanying

    such products. Nothing herein should be construed as constituting an

    additional warranty.

    +-------------------------------------------------------------------+

    |                                                                   |

    |    Installing hp OpenVMS Enterprise Directory V5.6-3              |

    |    and hp Administrator for Enterprise Directory V2.2-78          |

    |                                                                   |

    +-------------------------------------------------------------------+

* Do you want to purge files replaced by this installation [YES]?

    The following components are available for installation. See your

    installation card for more details.

    Enter numbers for the components that you wish to install, as

    a comma-separated list.

    1) hp OpenVMS Enterprise Directory - Base

    2) hp OpenVMS Enterprise Directory - Server

    3) hp OpenVMS Enterprise Directory - Admin. Facility

    4) hp OpenVMS Enterprise Directory - API

    5) hp OpenVMS Enterprise Directory - Lookup Client

    6) hp Administrator for Enterprise Directory - Windows

    7) hp Administrator for Enterprise Directory - Utility

    8) All the above

    9) None of the above

* Select installation options [8]: 8

 The following software will be installed on your system:

        hp OpenVMS Enterprise Directory - Base

        hp OpenVMS Enterprise Directory - Server

        hp OpenVMS Enterprise Directory - Admin. Facility

        hp OpenVMS Enterprise Directory - API

        hp OpenVMS Enterprise Directory - Lookup Client

        hp Administrator for Enterprise Directory - Windows

        hp Administrator for Enterprise Directory - Utility

    Are the components to be installed/removed correct?

    If you answer "no" you will be prompted for the components you

    would like to install.

* Is your selection correct? [YES]?

* Do you want to run the IVP after the installation [YES]?

%DXDI-E-NOOSAK, This kit requires the OSAK component of DECnet-Plus T8.1 (or later) for OpenVMS to run in a DECnet-Plus environment

A DECnet-Plus installation has been detected on this system. To run in a DECnet-Plus environment this kit

requires the OSAK component of DECnet-Plus T8.1(or later) for OpenVMS.

If OSAK is not installed,this kit can be used in a TCP/IP environment where you would need to specifically

configure this product for running in a TCP/IP environment.Refer to section 1.2 of the Release Notes for

further information on this.

Do you want to abort the installation procedure and install OSAK at this point of time, answering NO here will continue the installa

tion procedure,and you would need to configure DSA to run in TCP/IP environment, Y/N [N] :

    Enterprise Directory uses a work directory called [DXD$SERVER]

    to store schema and data base files. This directory can exist on

    a system disk or a user disk. Please specify the name of the disk

    where work directory should be created.

* Enter device where work directory should be created: dka0:

    In order to ensure that the DSA Server process runs

    in the proper environment, this installation procedure will

    create an account for the server.  This account, DXD$SERVER,

    has no special privileges and it is not possible to log into

    this account.

    For security reasons, you must specify a unique UIC for

    this account. The password for this account is generated

    automatically, but because the account is disabled, the password

    is not made known to you.  If your local security policy requires,

    you may change the account characteristics, using the Authorize

    utility, after the installation is complete.

* Enter UIC for the server account in format [<group_id>,<member_id>]: [400,1]

* Enter the name of the node to run the Enterprise Directory's server on: Newton

    You have now supplied all the information required.

    The installation will now take approximately upto 9 minutes

    to complete.

%VMSINSTAL-I-RESTORE, Restoring product save set B ...

%VMSINSTAL-I-RESTORE, Restoring product save set C ...

%VMSINSTAL-I-SYSDIR, This product creates system directory [SYSTEST.DXD].

%VMSINSTAL-I-SYSDIR, This product creates system disk directory  DKA0:[DXD$SERVER].

(C) Copyright 1992-2007 Hewlett-Packard Development Company, L.P.

%DXDI-I-CREACC, Creating server account DXD$SERVER.

%VMSINSTAL-I-ACCOUNT, This installation creates an ACCOUNT named DXD$SERVER.

%UAF-I-ADDMSG, user record successfully added

%UAF-I-RDBADDMSGU, identifier DXD$SERVER value [000400,000001] added to rights database

%VMSINSTAL-I-ACCOUNT, This installation updates an ACCOUNT named DXD$SERVER.

%UAF-I-MDFYMSG, user record(s) updated

%VMSINSTAL-I-SYSDIR, This product creates system disk directory  DKA0:[DXD$SERVER.ACCOUNTING].

%VMSINSTAL-I-SYSDIR, This product creates system directory [SYSHLP.EXAMPLES.DXD].

%VMSINSTAL-I-SYSDIR, This product creates system disk directory  DKA0:[DXD$SERVER.CAED_WIN32].

%VMSINSTAL-I-SYSDIR, This product creates system disk directory  DKA0:[DXD$SERVER.CAED_NATIVE].

    If you want the OpenVMS Enterprise Directory to start automatically

    when your system reboots, put the following command line into

    SYS$STARTUP:SYSTARTUP_VMS.COM.

        $ SUBMIT SYS$STARTUP:DXD$COMMON_STARTUP.COM

    If DECnet-Plus is being used with hp OpenVMS Enterprise Directory then

    DECnet-Plus must be running when this command is executed.

    The Enterprise Directory's server can take several minutes to startup,

    depending on the size of the DSA's database, so submitting the startup

    to a batch queue prevents the Directory from delaying system startup.

%VMSINSTAL-I-MOVEFILES, Files will now be moved to their target directories...

DISK$V083:<SYS0.SYSCOMMON.SYSLIB>.EXE

   DXD$LLAPI_SHR;1  Open Hdr Shared            Lnkbl

        Entry access count         = 0

        Current / Maximum shared   = 1 / 0

        Global section count       = 4

        System Global Sections

NEWTON$DKA0:<SYS0.SYSCOMMON.SYSLIB>DXD$LLAPI_SHR.EXE

 INS$8E1DD4E0_009(01000002)              PRM SYS             Pgltcnt/Refcnt=204/0

 INS$8E1DD4E0_006(01000002)              PRM SYS             Pgltcnt/Refcnt=60/0

 INS$8E1DD4E0_005(01000002)              PRM SYS             Pgltcnt/Refcnt=136/0

 INS$8E1DD4E0_003(01000002)              PRM SYS             Pgltcnt/Refcnt=2672/0

               Owner:       [SYSTEM]

               Protection:  S:,O:RWE,G:,W:RE

DISK$V083:<SYS0.SYSCOMMON.SYSLIB>.EXE

   DXD$LLAPI_CMA_SHR;1

                    Open Hdr Shared            Lnkbl

        Entry access count         = 0

        Current / Maximum shared   = 1 / 0

        Global section count       = 4

        System Global Sections

NEWTON$DKA0:<SYS0.SYSCOMMON.SYSLIB>DXD$LLAPI_CMA_SHR.EXE

 INS$8E40A2C0_009(01000002)              PRM SYS             Pgltcnt/Refcnt=214/0

 INS$8E40A2C0_006(01000002)              PRM SYS             Pgltcnt/Refcnt=60/0

 INS$8E40A2C0_005(01000002)              PRM SYS             Pgltcnt/Refcnt=129/0

 INS$8E40A2C0_003(01000002)              PRM SYS             Pgltcnt/Refcnt=2570/0

               Owner:       [SYSTEM]

               Protection:  S:,O:RWE,G:,W:RE

DISK$V083:<SYS0.SYSCOMMON.SYSLIB>.EXE

   DXD$XDS_SHR;1    Open Hdr Shared            Lnkbl

        Entry access count         = 0

        Current / Maximum shared   = 1 / 0

        Global section count       = 5

        System Global Sections

NEWTON$DKA0:<SYS0.SYSCOMMON.SYSLIB>DXD$XDS_SHR.EXE

 INS$8E418000_009(01000001)              PRM SYS             Pgltcnt/Refcnt=276/0

 INS$8E418000_006(01000001)              PRM SYS             Pgltcnt/Refcnt=66/0

 INS$8E418000_005(01000001)              PRM SYS             Pgltcnt/Refcnt=161/0

 INS$8E418000_004(01000001)              PRM SYS             Pgltcnt/Refcnt=14/0

 INS$8E418000_003(01000001)              PRM SYS             Pgltcnt/Refcnt=1897/0

               Owner:       [SYSTEM]

               Protection:  S:,O:RWE,G:,W:RE

DISK$V083:<SYS0.SYSCOMMON.SYSLIB>.EXE

   DXD$DUA_SHR;1    Open Hdr Shared            Lnkbl

        Entry access count         = 0

        Current / Maximum shared   = 1 / 0

        Global section count       = 5

        System Global Sections

NEWTON$DKA0:<SYS0.SYSCOMMON.SYSLIB>DXD$DUA_SHR.EXE

 INS$8E418E00_008(01000001)              PRM SYS             Pgltcnt/Refcnt=18/0

 INS$8E418E00_005(01000001)              PRM SYS             Pgltcnt/Refcnt=10/0

 INS$8E418E00_004(01000001)              PRM SYS             Pgltcnt/Refcnt=8/0

 INS$8E418E00_003(01000001)              PRM SYS             Pgltcnt/Refcnt=2/0

 INS$8E418E00_002(01000001)              PRM SYS             Pgltcnt/Refcnt=119/0

               Owner:       [SYSTEM]

               Protection:  S:,O:RWE,G:,W:RE

DISK$V083:<SYS0.SYSCOMMON.SYSLIB>.EXE

   DXD$DXIM_MOTIF;1 Open Hdr Shared            Lnkbl

        Entry access count         = 0

        Current / Maximum shared   = 1 / 0

        Global section count       = 5

        System Global Sections

NEWTON$DKA0:<SYS0.SYSCOMMON.SYSLIB>DXD$DXIM_MOTIF.EXE

 INS$8E419020_009(A0DD6EC6)              PRM SYS             Pgltcnt/Refcnt=374/0

 INS$8E419020_006(A0DD6EC6)              PRM SYS             Pgltcnt/Refcnt=127/0

 INS$8E419020_005(A0DD6EC6)              PRM SYS             Pgltcnt/Refcnt=398/0

 INS$8E419020_004(A0DD6EC6)              PRM SYS             Pgltcnt/Refcnt=20/0

 INS$8E419020_003(A0DD6EC6)              PRM SYS             Pgltcnt/Refcnt=4512/0

               Owner:       [SYSTEM]

               Protection:  S:,O:RWE,G:,W:RE

DISK$V083:<SYS0.SYSCOMMON.SYSEXE>.EXE

   DXD$DXIM_CLI;1   Open Hdr Shared   Prv

        Entry access count         = 0

        Current / Maximum shared   = 1 / 0

        Global section count       = 4

        Privileges = PRMMBX SYSLCK

        Authorized = PRMMBX SYSLCK

        System Global Sections

NEWTON$DKA0:<SYS0.SYSCOMMON.SYSEXE>DXD$DXIM_CLI.EXE

 INS$8E419DA0_008(A0D299CB)              PRM SYS             Pgltcnt/Refcnt=307/0

 INS$8E419DA0_005(A0D299CB)              PRM SYS             Pgltcnt/Refcnt=80/0

 INS$8E419DA0_004(A0D299CB)              PRM SYS             Pgltcnt/Refcnt=367/0

 INS$8E419DA0_003(A0D299CB)              PRM SYS             Pgltcnt/Refcnt=3111/0

               Owner:       [SYSTEM]

               Protection:  S:,O:RWE,G:,W:RE

Node 0 OSI Transport Template dxd_clns

at 2007-07-18-11:29:08.797+05:30Iinf

Node 0 OSI Transport Template dxd_clns

at 2007-07-18-11:29:08.838+05:30Iinf

Characteristics

    Network Service                   = CLNS

Node 0 OSI Transport Template dxd_clns

at 2007-07-18-11:29:08.841+05:30Iinf

Characteristics

    Classes                           =

       {

          4

       }

Node 0 OSI Transport Template dxd_clns

at 2007-07-18-11:29:08.843+05:30Iinf

Characteristics

    CONS Template                     = ""

Node 0 OSI Transport Template dxd_clns

at 2007-07-18-11:29:08.844+05:30Iinf

Characteristics

    Checksums                         = False

Node 0 OSI Transport Template dxd_clns

at 2007-07-18-11:29:08.846+05:30Iinf

Characteristics

    Inbound                           = True

%RUN-S-PROC_ID, identification of created process is 20207126

 DSA server startup complete

%%% hp Administrator for Enterprise Directory Utility will not be started

%%% because no configuration file exists.

%%% To create a configuration file run SYS$STARTUP:DXD$CAED_UTILITY_CONFIGURE

    (C) Copyright 1992-2007 Hewlett-Packard Development Company, L.P.

    Confidential computer software. Valid license from HP and/or its

    subsidiaries required for possession, use, or copying.

    Consistent with FAR 12.211 and 12.212, Commercial Computer Software,

    Computer Software Documentation, and Technical Data for Commercial

    Items are licensed to the U.S. Government under vendor's standard

    commercial license.

    Neither HP nor any of its subsidiaries shall be liable for technical

    or editorial errors or omissions contained herein. The information in

    this document is provided "as is" without warranty of any kind and is

    subject to change without notice. The warranties for HP products are

    set forth in the express limited warranty statements accompanying

    such products. Nothing herin should be construed as constituting an

    additional warranty.

   %%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

                hp OpenVMS Enterprise Directory V5.6-3 for IA64

   %%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

   Beginning the IVP for hp OpenVMS Enterprise Directory V5.6-3 for IA64

   %%%%%%%%%% Checking Files for HP OpenVMS Enterprise Directory - Base

   %%%%%%%%%% Checking Files for HP OpenVMS Enterprise Directory - Server

   %%%%%%%%%% Checking Files for HP OpenVMS Enterprise Directory - Admin Facility

   %%%%%%%%%% Checking Files for HP OpenVMS Enterprise Directory - API

   %%%%%%%%%% Checking Files for HP OpenVMS Enterprise Directory - Lookup Client

   %%%%%%%%%% Checking Files for HP OpenVMS Enterprise Directory - CAED Utility

   %%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

                             The IVP was successful

   %%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

   End of the IVP for hp OpenVMS Enterprise Directory V5.6-3 for IA64

        Installation of DXDI V5.6 completed at 11:29

    Adding history entry in VMI$ROOT:[SYSUPD]VMSINSTAL.HISTORY

    Creating installation data file: VMI$ROOT:[SYSUPD]DXDI056.VMI_DATA

        VMSINSTAL procedure done at 11:29

$

[snapshot end – Installation]

---------------------------------------------------------------------------------------------

$ type sys$update:vmsinstal.history

VMSINSTAL Product Installation History File

S = Success    F = Failure    NA = Not Applicable

------------------------------------------------------------------------------------------------------------------------

Product Information                                         | Installation Information

------------------------------------------------------------|-----------------------------------------------------------

Name                           | Mnemonic         | Version | Date        | Status| IVP   | Node   | Installer

------------------------------------------------------------|-----------------------------------------------------------

                               | DECSET           | 12.7    | 28-NOV-2006 | S     | S     | NEWTON | SYSTEM

DECdfs for OpenVMS I64         | HP-VMS-DECDFS-A  |  2.4    |  3-JAN-2007 | S     | S     | NEWTON | USHA

                               | DXDI             |  5.6    | 18-JUL-2007 | S     | S     | NEWTON | SYSTEM

$
$ sh sys/proc=*dxd*

OpenVMS V8.3  on node NEWTON   6-AUG-2007 17:11:54.95  Uptime  213 05:50:34

  Pid    Process Name    State  Pri      I/O       CPU       Page flts  Pages

202076AE DXD$DSA_SERVER  HIB      6   201961   0 00:02:25.11      3113   3832 M

202072AF DXD$CAED_UTIL   HIB      6     1993   0 00:00:44.20      6547   4882 M

$
Step-3 Configuring ED server
For Configuration please refer to X500_Management Guide. PDF file.
The ED is provided by two types of software component:

· Directory System Agents (DSAs)

· Directory User Agents (DUAs)

DSA:

· A DSA is a server, which is responsible for storing directory entries and providing access to them.
· It is also responsible for redirecting requests for information that it doesn’t store. 

· We can install one DSA per node or one DSA per VMS Cluster.

DUA:

· A DUA enables users to formulate request for directory information, such as request to create or view an entry.

· It uses a standard protocol to pass requests to DSA and receives answers back from DSA.

· There might be many different client applications installed on  a single system, such as DXIM (Compaq X.500 Information Management Utility), 
· DXIM is an example of an application that uses DUA.

Configuring DSA
Step -1: Run the DSA configuration utility


$SYS$STARTUP:DXD$DSA_CONFIGURE

Note: You need SYSPRV and OPER privileges to run the configuration utility. 


Step -2: From a privileged account type


$NCL SYS$SYSTEM:NCL

Step -3: Type the following commands

[examples]

ncl> CREATE DSA


ncl> CREATE DSA NAMING CONTEXT “/dc=my-domain”


ncl> CREATE DSA NAMING CONTEXT “/dc=com”

 
ncl> CREATE DSA NAMING CONTEXT "/sambaDomainName=NEWTON.DOM"

ncl> ENABLE DSA

ncl> EXIT

Snapshot

=================================================

NCL>show dsa naming context *

Node 0 DSA Naming Context "/dc=com"

at 2007-08-07-11:43:09.645+05:30Iinf

Identifiers

    Name                              = "/dc=com"

Node 0 DSA Naming Context "/C=in"

at 2007-08-07-11:43:09.645+05:30Iinf

Identifiers

    Name                              = "/C=in"

Node 0 DSA Naming Context "/sambaDomainName=NEWTON.DOM"

at 2007-08-07-11:43:09.646+05:30Iinf

Identifiers

    Name                              = "/sambaDomainName=NEWTON.DOM"

Node 0 DSA Naming Context "/sambaDomainName=SAMBA-Domain"

at 2007-08-07-11:43:09.646+05:30Iinf

Identifiers

    Name                              = "/sambaDomainName=SAMBA-Domain"

Node 0 DSA Naming Context "/C=us"

at 2007-08-07-11:43:09.646+05:30Iinf

Identifiers

    Name                              = "/C=us"

Node 0 DSA Naming Context "/dc=my-domain"

at 2007-08-07-11:43:09.647+05:30Iinf

Identifiers

    Name                              = "/dc=my-domain"

Node 0 DSA Naming Context "/uid=santosh"

at 2007-08-07-11:43:09.647+05:30Iinf

Identifiers

    Name                              = "/uid=santosh"

NCL>

[snapshot end – NCL command]
=================================================

Step-4 : Create some directory entries (Samba specific)


i> Invoke DXIM
 
$DXIM / INTERFACE=CHARACTER_CELL or in short $DXIM/I=C


ii. Create some Samba specific entries by typing the following example commands:

dxim> create “/dc=com” attributes –

_dxim> objectclass=(domain), dc=”com”

dxim> create “dc=com/dc=my-domain” attributes –

_dxim> objectclass=(domain), dc=”my-domain”

dxim>  create "dc=com/dc=my-domain/sambaDomain=SAMBA-Domain" attributes -

_dxim> objectclass=(sambaDomain),sambaDomainname="NEWTON.DOM",
_dxim> sambaSID= S-1-5-21-785286677-1050922829-3057065622
Snapshot entries

==========================================================

dxim> search /dc=com all attr

    /dc=com/dc=my-domain/uid=test2

      userid         = test2

      sambaSID       = S-1-5-21-785286677-1050922829-3057065622-39453684-39453712

      sambaPwdCanChange = 1186136552

      sambaPwdMustChange = -1

      sambaAcctFlags = [U          ]

      Object Class   = sambaSamAccount

                     = account

    /dc=com/dc=my-domain/uid=test1

      userid         = test1

      sambaSID       = S-1-5-21-785286677-1050922829-3057065622-39453684-39453710

      sambaPwdCanChange = 1186134894

      sambaPwdMustChange = -1

      sambaAcctFlags = [U          ]

      Object Class   = sambaSamAccount

                     = account

    /dc=com/dc=my-domain/sambaDomainName=newton.dom

      sambaNextRid   = 1005

      sambaAcctFlags = [U          ]

      sambaPwdMustChange = -1

      sambaPwdCanChange = 1186136216

      User Password

      Object Class   = sambaSamAccount

                     = sambaDomain

                     = posixAccount

      sambaDomainName = newton.dom

      sambaSID       = S-1-5-21-785286677-1050922829-3057065622-39453684

      Common Name    = santosh

      userid         = santosh

      uidNumber      = 455

      gidNumber      = 6

      homeDirectory  = DKA100:[SANTOSH]

    /dc=com/dc=my-domain

      Object Class   = domain

      Domain Component = my-domain

    /dc=com

      Object Class   = domain

      Domain Component = com

dxim>
[snapshot end – dxim search command]
==========================================================

Step -5 (Not required in our case)
Destroy the example ED

NCL> DISABLE DSA

NCL> DELETE DSA

Then delete the database files and default files on the system as follows:

$ DELETE DXD$DIRECTORY:DSA-INFORMATION-TREE.*;*

$ DELETE DXD$DIRECTORY:DXD$DUA_DEFAULTS.DAT;*

Configuring SAMBA with LDAP Option (ED Server)
Working smb.conf file
$ type smb.conf

[global]

   server string = Samba %v running on %h (OpenVMS)

   netbios name = NEWTON

   workgroup = NEWTON.DOM

   security = user

  ;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

  ;;;;;;;;;;; LDAP SETTINGS ;;;;;;;;;;;;;;;;;;;;;;;;

  ;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

   passdb backend = ldapsam:ldap://16.138.185.74:389

   ldap admin dn = sambaDomainName=newton.dom,dc=my-domain,dc=com

   ldap delete dn = no

   ldap group suffix =

   ldap passwd sync = only

   ldap ssl = no

   ldap suffix =  dc=my-domain, dc = com

   ldap replication sleep = 1000

   ldap timeout = 15

   ;wins server = 16.138.16.53

   idmap backend = ldap:ldap://16.138.185.74

   idmap uid  = 1000 - 10000

   idmap gid  = 1000 - 10000

  ;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

  ;;;;;;;;;;; LDAP SETTINGS -  END   ;;;;;;;;;;;;;;;

  ;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

   domain master = yes

   domain logons = yes

   guest account = samba__guest

   log file = /samba_root/var/log.%m

   max log size = 0

   create mode = 0755

   log level = 10

   admin users = test1, santosh

   load printers = no

   printing = OpenVMS

   print command = /DELETE/PASSALL

   use client driver = yes

[homes]

   comment = Home Directories

   browseable = no

   read only = no

   create mode = 0750

[test1]

        comment = Home Directories

        path = /samba_root/users/test1

        printable = no

        writable = yes

        strict allocate = no

[SAMBA_PRINT]

    Comment = This is test print share on SAMBA VMS

    Printer name = SAMBA_PRINT

    printable = yes

    path = /samba_root/var/spool

[santosh]

        comment = Home Directories

        path = /dka0/santosh

        read only = No

        create mask = 0750

$

[snapshot end – smb.conf]

Following are few points to be noted while configuring Samba with LDAP:
The  ldap  admin  dn  defines  the  Distinguished  Name (DN) name used by Samba to contact the ldap server when retreiving user account information. The ldap admin dn is used in conjunction with the admin dn password stored in  the private/secrets.tdb file. The ldap admin dn requires a fully specified DN. The ldap suffix is not appended to the ldap admin dn. In the example smb.conf file as specified above

ldap admin dn = sambaDomainName=newton.dom,dc=my-domain,dc=com

A corresponding entry for admin dn password stored in secrets.tdb as show below in the output of 

$tdbdump secrets.tdb:

{

key(17) = "INFO/random_seed\00"

data(4) = "ni  "

}

{

key(22) = "SECRETS/SID/NEWTON.DOM"

data(68) = "\01\05\00\00\00\00\00\05\15\00\00\00\15\86Î.MÏ£>\96\1E7¶ô\03Z\02\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\0

0\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00"

}

{

key(67) = "SECRETS/LDAP_BIND_PW/sambaDomainName=newton.dom,dc=my-domain,dc=com"

data(11) = "welcome123\00"

}

{

key(18) = "SECRETS/SID/NEWTON"

data(68) = "\01\04\00\00\00\00\00\05\15\00\00\00\FF>©µ\9A\19ÅnçÚ\7F\DE\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\0

0\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00\00"

}

Password for admin ldap dn can be set by using the following example command:

$smbpasswd –w “welcome123”  [password set to welcome123]

Output will be:

 Setting stored password for "sambaDomainName=newton.dom,dc=my-domain,dc=com" in secrets.tdb
